Department of Electrical and Computer Engineering
Spring 2019: ECE 693 – Big Data Security
Course Synopsis:
ECE 693 Big Data Security (3 credit hours). This course will cover various attacks and countermeasure algorithms/models in big data lifecycle (generation, transmission, sharing, computing, etc.). Dozens of recent publications from world-famous journals/conferences will be discussed in details. Class labs will be assigned.
Text: No specific text is required. Materials will be provided in class. 
Prerequisite(s): This course is suitable to upper-level undergraduate students or first-year graduate students in computing-related majors such as ECE, CS, MIS, etc. 
Lecture time and location: M/W/F 9:00-9:50 AM; Location: SERC 3030.

Instructor: Dr. Fei Hu
Office: SERC 3014; E-mail: fei@eng.ua.edu; Phone: 348-1436
Office Hours: M/F 2:00-4:00 pm. Questions through email are welcome 24X7.

Teaching Schedule (tentative):
1. Review of applied cryptography;

2. Introduction to big data and its security issues;
3. Big network flow security;

4. Big database security;

5. Big tensor security;

6. Secure deep learning;

7. Secure machine learning patterns;

8. Secure big graphs;

9. Big data privacy models.

Course Grading:

20%
Labs
20%   4 quizzes (each 15 minutes)  
10%
Homework (~7 of them)
40% 
50-min in-class closed-book exams (4 of them; every 3-4 weeks) 
10%: 
A self-chosen project on big data system security needs to be demonstrated.     

No Final exam. 

Note: All homework assignments must be prepared by individual students, due in one week after the time of assignment. No late homework will be accepted. 
Course Policies:

Attendance policy: 

Attendance is not recorded but is strongly encouraged. Students are responsible for obtaining all class and lab materials themselves.
Disruptive behavior: 

Disruptive or obstructive behavior in the classroom of any kind is not permitted. This may include, but not limited to, talking, threats, or verbal and physical abuse during the class sessions.

Dispute about grading:

Disputes about grading should be first submitted in a written form to the instructor, preferably through emails. Office meetings may then follow, if necessary.
Makeup policy:
Missed examinations or homework cannot be made up, unless proper documentations, for example medical absence or University related travel, are provided. Students should obtain permission from the instructor, prior to the test or homework due day. The student will be allowed to take a make-up exam or homework, if the instructor has received valid advanced notification and supporting documents from the student. Otherwise, the student will receive a zero for the missing occurrence.
Academic dishonesty:   
Academic dishonesty is not tolerated, without any exceptions. Any student who is suspected of academic dishonesty will be turned into the proper university personnel, according to the University’s and College’s Code of Academic Conduct.

Disability statement: 
It is the policy of The University of Alabama to make reasonable accommodations for qualified individuals with disabilities. Please contact the Office of Disability Services at 348-4285 to initiate disability accommodations.
Laptop statement:
It is the policy of The University Alabama College of Engineering to fully expect our students to have and maintain laptop computers that meet the standards published on the College’s website at http://eng.ua.edu/undergraduate/laptop/.
